DATA PROCESSING AGREEMENT
This Data Processing Agreement (the “DPA”) is entered into by and between ____________, a
_________ (“Customer” or “You”) and MaintainX Inc. (“MaintainX”), effective as of ______, 2020, (the
“Effective Date”). Customer and MaintainX may each be referred to as a “Party” or together as the “Parties”.
RECITALS
WHEREAS, the Parties have entered into a Master Services Agreement, to provide the Services (the
“Agreement” or “MSA”);
WHEREAS, pursuant to the Agreement, the Parties have agreed that it may be necessary for MaintainX to
Process certain Customer Personal Data (as defined below) on behalf of Customer, as more fully described in attached Exhibit A; and
WHEREAS, in light of this Processing, the Parties have agreed to enter into this DPA to address the compliance obligations imposed upon Customer pursuant to Applicable Privacy Law. MaintainX is appointed
by Customer, as a Processor (as defined under the GDPR), to Process Customer Personal Data on behalf
of Customer to the extent necessary to provide the Services in accordance with the terms of this DPA and
the Agreement. For the avoidance of doubt, this DPA shall not apply to the extent MaintainX is operating
in the capacity as a Controller (as defined under the GDPR) or joint Controller of personal data (as defined under the GDPR), notwithstanding the fact that such data may also constitute Customer Personal
Data hereunder.
NOW THEREFORE, in consideration of the foregoing and the mutual covenants and promises set forth
herein, and for other good and valuable consideration, the receipt of which the Parties hereby acknowledge, the Parties hereby agree as follows:
AGREEMENT
1.

Definitions. In addition to the defined terms specified in the first paragraph, recitals and substantive provisions of this DPA, the following terms have the meanings set forth below:
1.1.
“Applicable Privacy Law” means the relevant data protection and privacy law (including
GDPR) to which Customer is subject, and any guidance or statutory codes of practice issued by
the relevant Privacy Authority including, without limitation, the GDPR;
1.2.

“Claim” means any thirdparty action, claim, assertion, demand or proceeding;

1.3.
“Customer Personal Data” means any information, provided or made available to MaintainX by or on behalf of Customer in connection with MaintainX’s performance of the Services,
which relates to an identified or identifiable natural person as defined by the Applicable Privacy
Law, and including the categories of data listed in the Processing Appendix together with any additional such personal data to which MaintainX has access from time to time in performing the
Services under this DPA;
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1.4.
“GDPR” means Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (the “General Data
Protection Regulation”);
1.5.
“Losses” means any (a) Claim, and (b) direct loss, damage, cost, charge, fine, fees, levies,
award or expense. For the avoidance of doubt, Losses shall not include any indirect or consequential losses;
1.6.
“Privacy Authority” means the relevant supervisory authority with responsibility for privacy or data protection matters in the jurisdiction of Customer;
1.7.
“Process”, “Processing” or “Processed” means any operation or set of operations which
is performed upon Customer Personal Data whether or not by automatic means, including collecting, recording, organising, storing, adapting or altering, retrieving, consulting, using, disclosing,
making available, aligning, combining, blocking, erasing and destroying Customer Personal Data;
1.8.
“Services” means the services provided by MaintainX in relation to the Processing of
Customer Personal Data as described in the Agreement; and
1.9.
“Transfer Contract Clauses” means the model contract clauses set out in the European
Commission’s Decision of 5 February 2010 on standard contractual clauses for the transfer of
Customer Personal Data to Processors established in third countries, under the Directive 95/46/
EC on the protection of individuals with regard to the processing of personal data and on the free
movement of such data as may be amended or replaced by the European Commission from time
to time.
2.

Processing Requirements.
2.1.
MaintainX acknowledges and agrees that, for purposes of this DPA, Customer is the sole
owner of all Customer Personal Data and only Customer (including on behalf of its end clients,
where applicable) shall have the right to direct MaintainX in connection with MaintainX’s Processing of the Customer Personal Data.
2.2.
MaintainX represents and warrants, with respect to all Customer Personal Data that it
Processes on behalf of Customer, that at all times, unless otherwise expressly permitted under the
Agreement:
(a)
it shall Process such Customer Personal Data only for the purposes of providing
the Services and as may subsequently be agreed between the Parties in writing and, in so doing,
shall act solely on the instructions of Customer;
(b)
it shall not Process, apply, or use, the Customer Personal Data for any purpose
other than as required and necessary to provide the Services; and
(c)
it shall not create or maintain identifiable data derived from the Customer Personal Data, except for the purposes of providing the Services. For the avoidance of doubt, nothing
set forth herein shall prevent MaintainX from creating aggregate, non-identifiable data which is
derived from the Customer Personal Data.
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2.3.
MaintainX shall have in place, and maintain, appropriate processes and any associated
technical measures that will ensure that Customer’s reasonable and lawful instructions, as they
relate to the Processing of Customer Personal Data, can be complied with.
2.4.
MaintainX shall comply with Applicable Privacy Law, to the extent applicable to MaintainX’s Processing of the Customer Personal Data.
2.5.
MaintainX shall provide to Customer such co-operation, assistance and information as
Customer may reasonably request to enable it to comply with its obligations under any Applicable
Privacy Law and co-operate and comply with the directions or decisions of a relevant Privacy
Authority, in each case within such reasonable time as would enable Customer to meet any time
limit imposed by the Privacy Authority. MaintainX shall provide Customer with all reasonable
assistance and information with respect to any notifications to, or registration with, Privacy Authorities as required by Applicable Privacy Law.
2.6.
The Parties acknowledge and agree that MaintainX shall not be entitled to reimbursement
of any costs which MaintainX may incur as a result of or in connection with complying with Customer’s instructions for the purposes of providing the Services and/or with any of its obligations
under this DPA or any Applicable Privacy Law; provided, however, that Customer shall reimburse MaintainX for its reasonable costs associated with MaintainX’s compliance with (a) its
obligations set forth in Section 2.5 above, and/or (b) the directions or decisions of any Privacy
Authority, in each case to the extent such obligations arise as a result of Customer’s failure to
comply with Applicable Privacy Law.
2.7.
MaintainX shall maintain at all times, and provide or make available to Customer,
promptly following receipt of Customer’s written notice, an accurate and complete written record
of the Processing of Customer Personal Data by MaintainX on behalf of Customer (including,
without limitation, any Processing undertaken by Sub-Processors).
2.8.
To the extent required by Applicable Privacy Law, MaintainX shall designate (a) a data
protection officer, and (b) a data protection representative in the EU.
3.

MaintainX Personnel. MaintainX shall, and shall require each of its Sub-Processors to:
3.1.
restrict access to the Customer Personal Data to its personnel who need to access it for
purposes of providing the applicable outsourced Services;
3.2.
instruct its personnel regarding their confidentiality obligations with respect to the Customer Personal Data; and
3.3.
provide its personnel with such information and training as is necessary to ensure that
they can Process the Customer Personal Data in accordance with Applicable Privacy Law and the
terms set forth herein.

4.

Processing and Storage Locations.
4.1.
Customer acknowledges and agrees that MaintainX may Process Customer Personal Data
in the United States.
4.2.
To the extent MaintainX stores Customer Personal Data in a cloud environment, MaintainX shall require the applicable cloud service provider to comply with industry standard best
practises for cloud computing security.
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5.

Security of Customer Personal Data.
5.1.
MaintainX shall maintain, during the term of the Agreement, appropriate technical and
organizational security measures to protect the Customer Personal Data against accidental or unlawful destruction or accidental loss, damage, alteration, unauthorized disclosure or access and
against all other unlawful forms of Processing, as more fully described in the attached Exhibit B
(the “Security Measures”).
5.2.
MaintainX shall ensure the reliability (as such term is used in the GDPR) of any employees and Sub-Processor personnel who access the Customer Personal Data and ensure that such
personnel have undergone appropriate training in the care, protection and handling of Customer
Personal Data, and have entered into an agreement, in relation to the Processing of Customer Personal Data, the terms of which are no less onerous than those found in this DPA. MaintainX will
remain liable for any unauthorized access to, Processing, or disclosure of Customer Personal Data
by each such Sub-Processor as if it had undertaken such action itself.

6.

Sub-Processors.
6.1.
You expressly and specifically authorize MaintainX to engage another Processor to
Process the Personal Data ("Sub-Processor"), and specifically consent to the Sub-Processors
identified at: https://www.getmaintainx.com/maintainx-sub-processors, subject to MaintainX:
(a)
providing You with an updated copy of, or link to, the Sub-Processor list in the
event MaintainX adds or replaces any Sub-Processor;
(b)
including terms in its contract with each Sub-Processor which are materially the
same as those set out in this DPA; and
(c)
remaining liable to You for any failure by each Sub-processor to fulfil its obligations in relation to the Processing of the Personal Data.
6.2.
In relation to any notice received under section 6.1(a), You shall have a period of 30 (thirty) days from the date of the notice to inform MaintainX in writing of any reasonable objection to
the use of that Sub-processor. The parties will then, for a period of no more than 30 (thirty) days
from the date of Your objection, work together in good faith to attempt to find a commercially
reasonable solution for You which avoids the use of the objected-to Sub-processor. Where no
such solution can be found, either party may (notwithstanding anything to the contrary in the
Agreement) terminate the relevant Services immediately on written notice to the other Party,
without penalty or indemnification.

7.

Breach Notification.
7.1.
Unless otherwise prohibited by applicable law, MaintainX shall notify Customer, as soon
as is reasonably possible under the circumstances but in any event no later than within 24 hours
after becoming aware, of any accidental, unauthorized, or unlawful destruction, loss, alteration, or
disclosure of, or access to, Customer Personal Data ("Security Breach"). Such notification shall
include, to the extent available, (a) a detailed description of the Security Breach, (b) the type of
data that was the subject of the Security Breach and (c) the identity of each affected person (or,
where not possible, the approximate number of data subjects and of Customer Personal Data
records concerned). MaintainX shall communicate to Customer (i) the name and contact details of
MaintainX’s chief security officer or other point of contact where more information can be obtained; (ii) a description of the likely consequences of the Security Breach; (iii) a description of
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the measures taken or proposed to be taken by MaintainX to address the Security Breach, including, where appropriate, measures to mitigate its possible adverse effects; and additionally in such
notification or thereafter (iv) as soon as such information can be collected or otherwise becomes
available, any other information Customer may reasonably request relating to the Security Breach
or that MaintainX is required to provide to Customer pursuant to this Section 7.1.
7.2.
MaintainX shall take prompt action to investigate the Security Breach and shall use industry standard, commercially reasonable, efforts to mitigate the effects of any such Security
Breach in accordance with its obligations hereunder and, subject to Customer’s prior written
agreement, to carry out, at MaintainX’s sole cost, any recovery or other action reasonably necessary to remedy the Security Breach. Unless required to do so under Applicable Privacy Law,
MaintainX shall not release or publish any filing, communication, notice, press release, or report
concerning any Security Breach ("Notices") without Customer’s prior written approval. MaintainX shall provide written notice to Customer of all corrective actions undertaken by MaintainX
following a Security Breach.
8.

Privacy Impact Assessment. MaintainX shall, promptly upon receipt of written request by Customer, make available to the Customer such information as is reasonably necessary to demonstrate MaintainX’s compliance with Applicable Privacy Law and shall assist the Customer, at
Customer’s expense, in carrying out such privacy impact assessment of the Services as is reasonable in light of the Customer Personal Data that is being processed. MaintainX shall reasonably
cooperate with Customer to implement such mitigation actions as are reasonably required to address privacy risks identified in any such privacy impact assessment. Unless such request follows
a Security Breach, or is otherwise required by Applicable Privacy Law, Customer shall not make
any such request more than once in any 12-month period.

9.

Audit Rights. MaintainX shall permit Customer and/or its authorized agents to audit its records
to the extent reasonably required in order to confirm that MaintainX is complying with its obligations under this DPA or any Applicable Privacy Law, provided always that any such audit does
not involve the review of any third party data and that the records and information accessed in
connection with such audit is treated as confidential information by Customer. Customer shall
bear its own costs in relation to such audit, unless the audit reveals any material non-compliance
with MaintainX’s obligations under this DPA, in which case the costs of the audit shall be borne
by MaintainX.

10.

Deletion of Customer Personal Data. MaintainX shall, promptly or within no more 60 days,
following receipt of a written request from the Customer, delete Customer Personal Data from its
records and, upon completion of the Services, comply with all reasonable instructions from the
Customer with respect to the deletion of any remaining Customer Personal Data. In the event
MaintainX does not receive such a Customer request, MaintainX shall anonymize all Customer
Personal Data after 3 years of inactivity.

11.

Third Party Disclosure Requests.
11.1. Unless prohibited by applicable law, MaintainX shall, and shall procure that any SubProcessor shall, inform Customer promptly of any inquiry, communication, request or complaint
from:
(a)
any governmental, regulatory or supervisory authority, including Privacy Authorities or the U.S. Federal Trade Commission; and/or
(b)

any data subject,
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relating to the Services, any Customer Personal Data or any obligations under Applicable Privacy
Law, and shall provide all reasonable assistance to enable Customer to respond to such inquiries, communications, requests or complaints and to meet applicable statutory or regulatory deadlines. MaintainX
shall, and shall require that any Sub-Processor shall, not disclose Customer Personal Data to any of the
persons or entities listed in (a) or (b) above unless it is (i) legally required to do so and has otherwise
complied with the obligations in this Section, or (ii) Customer has expressly authorized it in writing to do
so.
11.2. Unless prohibited by applicable law, in the event that MaintainX or any Sub-Processor is
required by law, court order, warrant, subpoena, or other legal judicial process (“Legal Request”)
to disclose any Customer Personal Data to any person or entity other than Customer, MaintainX
shall, and shall procure that any Sub-Processor shall, notify Customer promptly and shall provide
all reasonable assistance to Customer to enable Customer to respond or object to, or challenge,
any such demands, requests, inquiries or complaints and to meet applicable statutory or regulatory deadlines. MaintainX shall, and shall procure that any Sub-Processor shall, not disclose Customer Personal Data pursuant to a Legal Request unless it is required to do so and has otherwise
complied with the obligations in this Section.
12.

Transfers of Customer Personal Data Outside of the European Economic Area. Where Customer Personal Data originating in the European Economic Area is Processed by MaintainX outside the European Economic Area, in a territory that has not been designated by the European
Commission as ensuring an adequate level of protection pursuant to Applicable Privacy Law,
MaintainX and Customer agree that the transfer will be subject to the Transfer Contract Clauses
which shall be deemed to apply in respect of such Processing. The Transfer Contract Clauses are
attached hereto as Exhibit C hereto.

13.

Indemnity. MaintainX shall indemnify Customer (and each of its respective officers, employees
and agents), against all Losses arising out of or in connection with any material breach by MaintainX (and by any Sub-Processor) of the provisions of this DPA. Customer shall promptly notify
MaintainX, in writing, of any such alleged breach and Customer shall not incur any costs or liabilities with respect to the same and with respect to which it would be indemnified by MaintainX
hereunder, without the prior written consent of MaintainX, such consent not to be unreasonably
delayed or withheld.

14.

Term. This DPA shall commence on the Effective Date and shall continue in full force and effect
until the later of (a) the termination or expiration of the Agreement, or (b) completion of the last
of the Services to be performed pursuant to the Agreement.

15.

Governing Law. This DPA shall be governed by and construed in accordance with the laws of
United States and shall be subject to the exclusive jurisdiction of the Courts of the State of California, County of San Francisco.

16.

Counterparts. This DPA may be executed in any number of counterparts, each of which shall be
deemed an original, but all of which together shall constitute one and the same instrument.
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MAINTAINX, INC.

CUSTOMER

By:

By:

Printed Name:

Printed Name:

Title:

Title:

Date:

Date:
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Exhibit A
Summary of Processing
Subject Matter: The context for the Processing of Customer Personal Data is MaintainX’s provision of the Services under the
Agreement(s).
2. Duration of Processing: MaintainX will Process Customer Personal Data until expiration or termination of the Agreement(s).
3. Nature and Purpose of Processing: MaintainX will Process Personal Data for the purpose of providing Services in accordance with the Agreement(s).
4. Categories of Data Subjects: MaintainX will Process Personal Data that relates to any and all data subjects about whom
Customer transfers Personal Data to MaintainX to provide services under the Agreement(s).
5. Types of Personal Data Processed:
X

Contact Information (e.g., name, email address, phone number, username, password)
o

X

Location Data (e.g., postal address, IP address, etc.)
o

X

Name, email address and phone number

IP addresses are kept on log in tokens for security purposes

Preference Data (e.g., profile/account settings such as languages, etc.)
o

User preferences regarding display and language for using service

X
Other (e.g., online identifiers, payroll data, system access data, compensation data, etc.) - if applicable, please describe: ______________________________________
o

System access data for user support purposes

6. Contact Details of MaintainX’s Privacy Contact:

For questions related to security and privacy please email security@getmaintainx.com, or privacy@getmaintainx.com,
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Exhibit B
Security Measures
Operational Security
MaintainX's Security Team is responsible for operational security. This includes network and data security, as well as the patching and monitoring of MaintainX’s computing resources.
Physical Security
MaintainX utilizes best in breed cloud hosting facilities, these facilities are certified in various levels of
ISO, PCI, and SOC compliance. Specific certifications are available on request. Access to infrastructure is
tightly controlled as per SAS 70 requirements and guidelines.
Network Security
MaintainX follows industry standard best practices regarding the hardening of servers, and communication protocols against attacks and exploits and are audited on an ongoing basis. All production systems are
built from standard system images that are closely audited and tested. MaintainX allows only specific
traffic from known services to communicate with its applications and servers; extraneous services are disabled and required ports are whitelisted. Applications are run with restricted privileges, and passwords are
rotated.
MaintainX leverages on and off-host network access control lists (ACLs) to actively protect against application layer attacks. These systems are configured to pass only HTTPS (TLS) traffic and other limited
ports required for proper application operation.
Access control policies are enforced based on server roles and kept in a known state. MaintainX’s inhouse security team audits the currently enforced policies on a regular basis to maintain effective security
controls.
Access to network administration controls are restricted to audited roles. These roles, network tools, protocols, and configuration are reviewed and evaluated at least monthly.
Data Security
Personal data is always transferred over TLS connections, using at minimum TLS version 1.2. Data is
stored in encrypted form at rest using the AES-256 cipher. Encryption key integrity and safety is managed
by AWS KMS.
Role based controls restrict access to personal data. Roles are centrally managed by MaintainX’s Security
team and access rights are actively maintained. MaintainX’s Security team performs quarterly reviews of
all privileges within our systems to ensure that entitlements align with the roles defined in our organization. Requests for changes to a user's entitlements are tracked via a Case Management system, which logs
the requestor, approver and executor. Cases are stored indefinitely.
Changes to user entitlements are logged with the date, roles added/revoked, and the username of the user
administering the change. Logs are retained for one year.
MaintainX undergoes a SOC2 Type II audit every year, and follows strict security protocols enforced by
MaintainX’s Security team and by the CTO.
Patching
Vulnerabilities and patches are reviewed and evaluated on a regular basis, and as required by MaintainX's
Security team. Patches and operating system changes are validated in a staging environment that matches
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production before applying them to production. The production environment gets updated in a rolling deployment to ensure testing and compatibility.
Infrastructure Monitoring
MaintainX’s Security team utilizes best of breed & industry standard utilities to monitor all systems and
network-level activities. MaintainX uses host-based Intrusion Detection Systems that are integrated with
our monitoring and alerting system.
Error logs are maintained in storage for 6 months and transferred via an encrypted protocol. Server logs
are maintained in storage for 12 months and are transferred via encrypted protocols.
Software & Release Engineering
Software Development Process
MaintainX utilizes technologies that are designed to address the OWASP Top 10 vulnerabilities.
MaintainX provides systematic security training to every hire. Code reviews are performed on 100% of
the code change requests to identify potential security-related flaws.
Data is validated both on the client and on the server side before it gets used in the MaintainX ecosystem.
Data input and output routines are architected to prevent both XSS (Cross-site scripting) and SQL injection as well as other forms of data corruption.
MaintainX uses one-time credentials that are generated on a logon attempt, to confirm user identity. The
MaintainX software locks an account after several failed logon attempts and invalidates the temporary
credentials after they have either been used, or too many requests on the same account are attempted.
Release Management
System updates are done on a continuous basis, to ensure bug fixes are in production without delay.
All production builds are produced on a controlled build system that pulls code directly from our source
code repository and all code changes are tagged by developers and traceable back to individual engineers.
Changes to production systems are verified in a staging environment that is a clone of production. Only
builds that have been marked as tested by QA are eligible to be deployed to production.
The release management team reviews tested builds to assess timing and risk of production releases. Access controls ensure that only authorized individuals can initiate changes that will impact the production
environment, via MaintainX’s managed deployment system.
Data Retention & Backup
Data Retention Policy
Retailer-provided sales and returns data is retained for the period defined in MaintainX’s contract with the
retailer.
User registration data is retained indefinitely. Once a user has been inactive for a period of 3 years, that
user’s data is anonymized.
Backup Policy
Data backups are performed nightly and stored encrypted at rest in our hosting provider’s cloud storage
solution. Backups are kept for 30 days.
Restore tests of backups are run biannually. Test plans as well as result summaries are kept for 12 months.
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Threat Management Practices
Non-critical threats and vulnerabilities are managed through monthly internal audits and yearly third-party audits.
Critical internal alerts and public CVE reports are triaged and assessed immediately and remediated as
appropriate.
Third Party Audits
MaintainX works with independent security vendors to regularly perform independent testing of our service and infrastructure to assess vulnerabilities.
For additional information, please contact security@getmaintainx.com
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Exhibit C
Processor Model Clauses
Commission Decision C(2010)593
Standard Contractual Clauses (processors)
For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors established in third countries which do not ensure an adequate level of data protection
Name of the data exporting organisation:
Address:
Tel.:

; fax:

; e-mail:

Other information needed to identify the organisation:

……………………………………………………………
(the data exporter)
And
Name of the data importing organisation: MaintainX, Inc.
Address: 1655 Mission Street, #346, San Francisco, CA 94103 USA

…………………………………………………………………
(the data importer)
each a “party”; together “the parties”,
HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate safeguards with respect to the protection of privacy and fundamental rights and freedoms of individuals for
the transfer by the data exporter to the data importer of the personal data specified in Appendix 1.
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Clause 1
Definitions
For the purposes of the Clauses:
(a)
'personal data', 'special categories of data', 'process/processing', 'controller', 'processor',
'data subject' and 'supervisory authority' shall have the same meaning as in Directive 95/46/EC
of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data1;
(b)
'the data exporter' means the controller who transfers the personal data;
(c)
'the data importer' means the processor who agrees to receive from the data exporter
personal data intended for processing on his behalf after the transfer in accordance with his instructions and the terms of the Clauses and who is not subject to a third country's system ensuring adequate protection within the meaning of Article 25(1) of Directive 95/46/EC;
(d)
'the subprocessor' means any processor engaged by the data importer or by any other
subprocessor of the data importer who agrees to receive from the data importer or from any other subprocessor of the data importer personal data exclusively intended for processing activities
to be carried out on behalf of the data exporter after the transfer in accordance with his instructions, the terms of the Clauses and the terms of the written subcontract;
(e)
'the applicable data protection law' means the legislation protecting the fundamental
rights and freedoms of individuals and, in particular, their right to privacy with respect to the
processing of personal data applicable to a data controller in the Member State in which the data
exporter is established;
(f)
'technical and organisational security measures' means those measures aimed at protecting personal data against accidental or unlawful destruction or accidental loss, alteration,
unauthorised disclosure or access, in particular where the processing involves the transmission
of data over a network, and against all other unlawful forms of processing.
Clause 2
Details of the transfer
The details of the transfer and in particular the special categories of personal data where applicable are
specified in Appendix 1 which forms an integral part of the Clauses.
Clause 3
Third-party beneficiary clause
1.
The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i),
Clause 5(a) to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12
as third-party beneficiary.
2.
The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and
(g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has
factually disappeared or has ceased to exist in law unless any successor entity has assumed the
entire legal obligations of the data exporter by contract or by operation of law, as a result of
which it takes on the rights and obligations of the data exporter, in which case the data subject
can enforce them against such entity.
3.
The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and
(g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter
and the data importer have factually disappeared or ceased to exist in law or have become insol1

Parties may reproduce definitions and meanings contained in Directive 95/46/EC within this Clause if they
considered it better for the contract to stand alone.
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vent, unless any successor entity has assumed the entire legal obligations of the data exporter by
contract or by operation of law as a result of which it takes on the rights and obligations of the
data exporter, in which case the data subject can enforce them against such entity. Such thirdparty liability of the subprocessor shall be limited to its own processing operations under the
Clauses.
4.
The parties do not object to a data subject being represented by an association or other
body if the data subject so expressly wishes and if permitted by national law.
Clause 4
Obligations of the data exporter
The data exporter agrees and warrants:
(a)
that the processing, including the transfer itself, of the personal data has been and will
continue to be carried out in accordance with the relevant provisions of the applicable data protection law (and, where applicable, has been notified to the relevant authorities of the Member
State where the data exporter is established) and does not violate the relevant provisions of that
State;
(b)
that it has instructed and throughout the duration of the personal data processing services
will instruct the data importer to process the personal data transferred only on the data exporter's
behalf and in accordance with the applicable data protection law and the Clauses;
(c)
that the data importer will provide sufficient guarantees in respect of the technical and
organisational security measures specified in Appendix 2 to this contract;
(d)
that after assessment of the requirements of the applicable data protection law, the security measures are appropriate to protect personal data against accidental or unlawful destruction
or accidental loss, alteration, unauthorised disclosure or access, in particular where the processing involves the transmission of data over a network, and against all other unlawful forms of
processing, and that these measures ensure a level of security appropriate to the risks presented
by the processing and the nature of the data to be protected having regard to the state of the art
and the cost of their implementation;
(e)

that it will ensure compliance with the security measures;

(f)
that, if the transfer involves special categories of data, the data subject has been informed
or will be informed before, or as soon as possible after, the transfer that its data could be transmitted to a third country not providing adequate protection within the meaning of Directive
95/46/EC;
(g)
to forward any notification received from the data importer or any subprocessor pursuant
to Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter
decides to continue the transfer or to lift the suspension;
(h)
to make available to the data subjects upon request a copy of the Clauses, with the exception of Appendix 2, and a summary description of the security measures, as well as a copy of
any contract for subprocessing services which has to be made in accordance with the Clauses,
unless the Clauses or the contract contain commercial information, in which case it may remove
such commercial information;
(i)
that, in the event of subprocessing, the processing activity is carried out in accordance
with Clause 11 by a subprocessor providing at least the same level of protection for the personal
data and the rights of data subject as the data importer under the Clauses; and
(j)

that it will ensure compliance with Clause 4(a) to (i).
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Clause 5
Obligations of the data importer2
The data importer agrees and warrants:
(a)
to process the personal data only on behalf of the data exporter and in compliance with its
instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it
agrees to inform promptly the data exporter of its inability to comply, in which case the data
exporter is entitled to suspend the transfer of data and/or terminate the contract;
(b)
that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the instructions received from the data exporter and its obligations under the contract and
that in the event of a change in this legislation which is likely to have a substantial adverse effect on the warranties and obligations provided by the Clauses, it will promptly notify the
change to the data exporter as soon as it is aware, in which case the data exporter is entitled to
suspend the transfer of data and/or terminate the contract;
(c)
that it has implemented the technical and organisational security measures specified in
Appendix 2 before processing the personal data transferred;
(d)

that it will promptly notify the data exporter about:
(i)
any legally binding request for disclosure of the personal data by a law enforcement authority unless otherwise prohibited, such as a prohibition under criminal law to
preserve the confidentiality of a law enforcement investigation,
(ii)

any accidental or unauthorised access, and

(iii)
any request received directly from the data subjects without responding to that
request, unless it has been otherwise authorised to do so;
(e)
to deal promptly and properly with all inquiries from the data exporter relating to its
processing of the personal data subject to the transfer and to abide by the advice of the supervisory authority with regard to the processing of the data transferred;
(f)
at the request of the data exporter to submit its data processing facilities for audit of the
processing activities covered by the Clauses which shall be carried out by the data exporter or
an inspection body composed of independent members and in possession of the required professional qualifications bound by a duty of confidentiality, selected by the data exporter, where applicable, in MSA with the supervisory authority;
(g)
to make available to the data subject upon request a copy of the Clauses, or any existing
contract for subprocessing, unless the Clauses or contract contain commercial information, in
which case it may remove such commercial information, with the exception of Appendix 2
which shall be replaced by a summary description of the security measures in those cases where
the data subject is unable to obtain a copy from the data exporter;
(h)
that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior written consent;

2

Mandatory requirements of the national legislation applicable to the data importer which do not go beyond
what is necessary in a democratic society on the basis of one of the interests listed in Article 13(1) of Directive
95/46/EC, that is, if they constitute a necessary measure to safeguard national security, defence, public security, the
prevention, investigation, detection and prosecution of criminal offences or of breaches of ethics for the regulated
professions, an important economic or financial interest of the State or the protection of the data subject or the rights
and freedoms of others, are not in contradiction with the standard contractual clauses. Some examples of such
mandatory requirements which do not go beyond what is necessary in a democratic society are, inter alia, internationally recognised sanctions, tax-reporting requirements or anti-money-laundering reporting requirements.

15

(i)
that the processing services by the subprocessor will be carried out in accordance with
Clause 11;
(j)
to send promptly a copy of any subprocessor MSA it concludes under the Clauses to the
data exporter.
Clause 6
Liability
1.
The parties agree that any data subject, who has suffered damage as a result of any breach
of the obligations referred to in Clause 3 or in Clause 11 by any party or subprocessor is entitled
to receive compensation from the data exporter for the damage suffered.
2.
If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against the data exporter, arising out of a breach by the data importer or his subprocessor of any of their obligations referred to in Clause 3 or in Clause 11, because the data exporter
has factually disappeared or ceased to exist in law or has become insolvent, the data importer
agrees that the data subject may issue a claim against the data importer as if it were the data exporter, unless any successor entity has assumed the entire legal obligations of the data exporter
by contract of by operation of law, in which case the data subject can enforce its rights against
such entity.
The data importer may not rely on a breach by a subprocessor of its obligations in order to avoid
its own liabilities.
3.
If a data subject is not able to bring a claim against the data exporter or the data importer
referred to in paragraphs 1 and 2, arising out of a breach by the subprocessor of any of their
obligations referred to in Clause 3 or in Clause 11 because both the data exporter and the data
importer have factually disappeared or ceased to exist in law or have become insolvent, the subprocessor agrees that the data subject may issue a claim against the data subprocessor with regard to its own processing operations under the Clauses as if it were the data exporter or the data
importer, unless any successor entity has assumed the entire legal obligations of the data exporter or data importer by contract or by operation of law, in which case the data subject can
enforce its rights against such entity. The liability of the subprocessor shall be limited to its own
processing operations under the Clauses.
Clause 7
Mediation and jurisdiction
1.
The data importer agrees that if the data subject invokes against it third-party beneficiary
rights and/or claims compensation for damages under the Clauses, the data importer will accept
the decision of the data subject:
(a)
to refer the dispute to mediation, by an independent person or, where applicable,
by the supervisory authority;
(b)
to refer the dispute to the courts in the Member State in which the data exporter is
established.
2.
The parties agree that the choice made by the data subject will not prejudice its substantive or procedural rights to seek remedies in accordance with other provisions of national or international law.
Clause 8
Cooperation with supervisory authorities
1.
The data exporter agrees to deposit a copy of this contract with the supervisory authority
if it so requests or if such deposit is required under the applicable data protection law.
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2.
The parties agree that the supervisory authority has the right to conduct an audit of the
data importer, and of any subprocessor, which has the same scope and is subject to the same
conditions as would apply to an audit of the data exporter under the applicable data protection
law.
3.
The data importer shall promptly inform the data exporter about the existence of legislation applicable to it or any subprocessor preventing the conduct of an audit of the data importer,
or any subprocessor, pursuant to paragraph 2. In such a case the data exporter shall be entitled to
take the measures foreseen in Clause 5 (b).
Clause 9
Governing Law
The Clauses shall be governed by the law of the Member State in which the data exporter is established.
Clause 10
Variation of the contract
The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding
clauses on business related issues where required as long as they do not contradict the Clause.
Clause 11
Subprocessing
1.
The data importer shall not subcontract any of its processing operations performed on
behalf of the data exporter under the Clauses without the prior written consent of the data exporter. Where the data importer subcontracts its obligations under the Clauses, with the consent
of the data exporter, it shall do so only by way of a written MSA with the subprocessor which
imposes the same obligations on the subprocessor as are imposed on the data importer under the
Clauses3. Where the subprocessor fails to fulfil its data protection obligations under such written
MSA the data importer shall remain fully liable to the data exporter for the performance of the
subprocessor's obligations under such MSA.
2.
The prior written contract between the data importer and the subprocessor shall also
provide for a third-party beneficiary clause as laid down in Clause 3 for cases where the data
subject is not able to bring the claim for compensation referred to in paragraph 1 of Clause 6
against the data exporter or the data importer because they have factually disappeared or have
ceased to exist in law or have become insolvent and no successor entity has assumed the entire
legal obligations of the data exporter or data importer by contract or by operation of law. Such
third-party liability of the subprocessor shall be limited to its own processing operations under
the Clauses.
3.
The provisions relating to data protection aspects for subprocessing of the contract referred to in paragraph 1 shall be governed by the law of the Member State in which the data exporter is established.
4.
The data exporter shall keep a list of subprocessing MSAs concluded under the Clauses
and notified by the data importer pursuant to Clause 5 (j), which shall be updated at least once a
year. The list shall be available to the data exporter's data protection supervisory authority.

3

This requirement may be satisfied by the subprocessor co-signing the contract entered into between the data
exporter and the data importer under this Decision.
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Clause 12
Obligation after the termination of personal data processing services
1.
The parties agree that on the termination of the provision of data processing services, the
data importer and the subprocessor shall, at the choice of the data exporter, return all the personal data transferred and the copies thereof to the data exporter or shall destroy all the personal
data and certify to the data exporter that it has done so, unless legislation imposed upon the data
importer prevents it from returning or destroying all or part of the personal data transferred. In
that case, the data importer warrants that it will guarantee the confidentiality of the personal data
transferred and will not actively process the personal data transferred anymore.
2.
The data importer and the subprocessor warrant that upon request of the data exporter
and/or of the supervisory authority, it will submit its data processing facilities for an audit of the
measures referred to in paragraph 1.
On behalf of the data exporter:
Name (written out in full):
Position:
Address:
Other information necessary in order for the contract to be binding (if any):
Signature……………………………………….
(stamp of organisation)
On behalf of the data importer:
Name (written out in full):
Position:
Address:
Other information necessary in order for the contract to be binding (if any):
Signature……………………………………….
(stamp of organisation)
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES (ATTACHMENT A)
This Appendix forms part of the Clauses and must be completed and signed by the parties.
The Member States may complete or specify, according to their national procedures, any additional necessary information to be contained in this Appendix.
Data exporter
The data exporter is (please specify briefly your activities relevant to the transfer):
………………………………………………………………………………………………………………
………………………………………………………………………………
Data importer
The data importer is (please specify briefly activities relevant to the transfer):
A US based company delivering maintenance and operational management digitization services to
customers all over the world.
Data subjects
The personal data transferred concern the following categories of data subjects (please specify):
Data subjects within the context of this Model Clauses are any natural person that is an employee
or contractor of a customer of MaintainX.
Categories of data
The personal data transferred concern the following categories of data (please specify):
Name, email address, phone number; IP addresses (on log in tokens for security purposes); user
preferences (for display and language for using the Services); and system access data (for user support purposes).
Special categories of data (if appropriate)
The personal data transferred concern the following special categories of data (please specify):
Not applicable.
Processing operations
The personal data transferred will be subject to the following basic processing activities (please specify):
The objective of Processing of Personal Data by data importer is the performance of the Services
pursuant to the MSA.
DATA EXPORTER
Name:………………………………
Authorised Signature ……………………
DATA IMPORTER
Name:………………………………
Authorised Signature ……………………
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES
This Appendix forms part of the Clauses and must be completed and signed by the parties.
Description of the technical and organisational security measures implemented by the data importer in
accordance with Clauses 4(d) and 5(c) (or document/legislation attached):
Data importer (MaintainX) will maintain technical and organizational security measures for protection of the security, confidentiality and integrity of Personal Data Processed in the context of the
provision of the Services as described in Exhibit B to the Data Processing Agreement which is hereby incorporated by reference in its entirety.

DATA EXPORTER
Name:………………………………
Authorised Signature ……………………

DATA IMPORTER
Name:………………………………
Authorised Signature ……………………
15335083_v2
15382419_v1
15387815_v1
15488689_v2
15494978_v2
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